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Motivation

Network interdiction: leader-follower max-min game

Maximize shortest path
Minimize maximum flow

Network interdiction problem (NIP) applications

Original: Attacks on public infrastructure (Durbin, 1966; Wollmer, 1964)

Modern:

Nuclear smuggling (Morton et al., 2007)

Border protection (Sullivan et al., 2014)

Human trafficking (Konrad et al., 2017)

Assumptions valid?
Information symmetry

Leader lacks info (Borrero et al., 2015; Lunday and Sherali, 2010)

Follower lacks info (Salmerón, 2012; Sullivan et al., 2014)
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Multiobjective (MO) Fundamentals

Let X ⊆ Zn and z : X → Rp+1. Define Z = {z ∈ Rp+1 : z = z(x) for some x ∈ X}.
We adopt the following definitions for Pareto-optimal solutions to max problems.

Objective Space (Z) Decision Space (X )
Dominance: Let za, zb ∈ Z . Then

za = zb ⇔ zak ≥ zbk , ∀k ∈ P.

za ≥ zb ⇔ za = zb and za 6= zb.

za > zb ⇔ zak > zbk , ∀k ∈ P.

Non-Dominated (ND): We say z ∈ Z is

ND⇔ @z′ ∈ Z : z′ ≥ z

Efficient: We say x ∈ X is

efficient⇔ z(x) is ND in Z .

ND Set: ZN = {z ∈ Z : z is ND}. Eff. Set: XE = {x ∈ X : z(x) ∈ ZN}.
Minimal Complete Eff. Set (XCE ):

1
⋃

x∈XCE
z(x) = ZN

2 xa, xb ∈ XCE ⇒ z(xa) 6= z(xb)



Intro Problem Alg 1 Alg 2 Alg 3 Conclusions References

Contents

1 Introduction

2 Problem Description

3 Algorithm 1: Reformulation

4 Algorithm 2: Recursion

5 Algorithm 3: Best of Both

6 Conclusions



Intro Problem Alg 1 Alg 2 Alg 3 Conclusions References

Shortest Path Interdiction Problem (SPIP) with
Improvement (SPIP-I)

Instance is defined by:

Digraph: G = (N,A)
Cost functions: cij : Z2

+ → R+, ∀(i , j) ∈ A
Source/End nodes: s, t ∈ N
Interdiction/Improvement budgets: kL, kF ∈ Z+

Parameter: p ≥ kF

Game Flow:
1 Leader selects interdiction strategy, xL ∈ Z|A|+

2 Follower selects improvement strategy, xF ∈ Z|A|+

3 Follower selects shortest s → t path

Leader knows everything except kF ; only that kF ∈ {0, . . . , p}
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SPIP-I Example

s
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t

SPIP-I Example.

Solid arcs: Interdiction-only

Dotted arcs: Improvement-only

Arc costs: Bij (±δij )
kL = 3, p = 1

XE = {. . .}
ZN = {. . .}
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SPIP-I Example
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SPIP-I Example.

Solid arcs: Interdiction-only

Dotted arcs: Improvement-only

Arc costs: Bij (±δij )

kL = 3, p = 1

XE = {. . .}
ZN = {. . .}
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SPIP-I Example.

Solid arcs: Interdiction-only

Dotted arcs: Improvement-only

Arc costs: Bij (±δij )
kL = 3, p = 1

XE = {. . .}
ZN = {. . .}

xL y for kF = 0 (z0(x)) y for kF = 1 (z1(x)) Domination

x1 ≡ {(s, a1), (s, a2), (c1, t)} s→a1→b1→ c1→ t (55) s→a1→b1→ t (27) Non-dominated

x2 ≡ {(s, a1), (a2, b2), (c1, t)} s→a1→b1→ c1→ t (55) s→a1→b1→ t (27) Non-dominated

x3 ≡ {(s, a1), (b2, c2), (c1, t)} s→a1→b1→ c1→ t (55) s→a1→b1→ t (27) Non-dominated

x4 ≡ {(s, a1), (s, a2), (a1, b1)} s→a1→b1→ c1→ t (46) s→a1→b1→ t (28) Non-dominated

x5 ≡ {(s, a1), (a1, b1), (a2, b2)} s→a1→b1→ c1→ t (46) s→a1→b1→ t (28) Non-dominated

x6 ≡ {(s, a1), (a1, b1), (b2, c2)} s→a1→b1→ c1→ t (46) s→a1→b1→ t (28) Non-dominated

x7 ≡ {(s, a1), (b1, c1), (c1, t)} s→a2→b2→ c2→ t (42) s→a1→b1→ t (27) z(x4) > z(x7)

x8 ≡ {(s, a1), (a1, b1)} s→a1→b1→ c1→ t (42) s→a1→b1→ t (28) z(x4) ≥ z(x8)
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SPIPI Formulation

max
xL

z
kF

(xL)

(
→ Multi-obj: max

xL
[z0(xL), . . . , zp(xL)]

)
(L’s Obj.)

subject to:
∑

(i,j)∈A
xLij ≤ kL (Int. Budget)

xLij ∈ Z+ ∀(i, j) ∈ A (Int. Dec. Var.)

where z
kF

(xL) = min
(xF ,y)

∑
(i,j)∈A

cij (x
L
ij , x

F
ij )yij (F’s Obj.)

subject to:
∑
j∈N

(i,j)∈A

yij −
∑
j∈N

(j,i)∈A

yji =


1 i = s

−1 i = t

0 otherwise

∀i ∈ N (Flow Constr.)

∑
(i,j)∈A

xFij ≤ kF (Imp. Budget)

yij ≥ 0 ∀(i, j) ∈ A (Path Dec. Var.)

xFij ∈ Z+ ∀(i, j) ∈ A (Imp. Dec. Var.)
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Reformulation (Ḡ )

Define Ḡ = (N̄, Ā) with

N̄ = {nh : n ∈ N, h ∈ {0, . . . , p}}.
Ā = {(ih, jh+`) : (i , j) ∈ A, h ∈ {0, . . . , p}, ` ∈ {0, . . . , p − h}}.

s a
b t

(a) G = (N,A)

s0 a0

b0 t0

s1 a1

b1 t1

(b) Ḡ = (N̄, Ā) for p = 1

s0 a0

b0 t0

s1 a1

b1 t1

s2 a2

b2 t2

(c) Ḡ = (N̄, Ā) for p = 2
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Reformulation (Bi-level MILP)

max
xL

zkF (xL)

(
→ MO: max

xL
[z0(xL), . . . , zp(xL)]

)
(L’s Obj.)

subject to:
∑

(i,j)∈A
xLij ≤ kL (Int. Budget)

xLij ∈ Z+ ∀(i , j) ∈ A (Int. Dec. Var.)

where zkF (xL) = min
ȳ

∑
(ih,jh+`)∈Ā

cij (x
L
ij , `)ȳih jh+`

(F’s Obj.)

subject to:
∑
j∈N̄

(i,j)∈Ā

ȳij −
∑
j∈N̄

(j,i)∈Ā

ȳji =


1, i = s0

−1, i = tkF ,

0, otherwise

∀i ∈ N̄ (Flow Constr.)

ȳij ≥ 0, ∀(i , j) ∈ Ā (Path Dec. Var.)
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ȳij ≥ 0, ∀(i , j) ∈ Ā (Path Dec. Var.)
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Algorithm 1

Reformulate: Multi-Obj. SPIP-I (G ) → Multi-Obj. SPIP (Ḡ )

Use generating algorithm to find efficient strategies

ε-constraint (Kirlik and Sayin, 2014; Özlen et al., 2014)

2-phase (Przybylski et al., 2010; Ulungu and Teghem, 1994),
B-&-B (Mavrotas and Diakoulaki, 2005; Stidsen et al., 2014; Vincent et al., 2013)

MAWT Norm (Holzmann and Smith, 2018)

Use SPIP Algorithms for sub-problems:

MILP (Smith, 2010)

Row generation (Israeli and Wood, 2002; Lozano and Smith, 2017)
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Computation Times for Algorithm 1

Running Time by |N|

Running Time by |A|

Running Time by p

Running Time by |ZN |

Running Time by
|A|/(|N|2)

Exponential

Exponential

Exponential

Exponential?

Uncorrelated
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Key Lemmas

Lemma (Series Configurations)

If x ∈ XE (G a ⊗ G b, κL), then x = xa + xb where xa ∈ XE (G a, κLa) and
xb ∈ XE (G b, κL − κLa) with κLa =

∑
(i,j)∈A x

a
ij .

s

a1 b1 c1

t

(a) Efficient

s

a1 b1 c1
10 (+1)

t

10(+10)

(b) Not Efficient

Lemma (Parallel Configurations)

Let x ∈ XE (G a ⊕ G b, κL). Then there exist x̄a ∈ XE (G a, κLa) and

x̄b ∈ XE (G b, κL − κLa), such that zG
a⊕G b

(x) = zG
a⊕G b

(x̄a + x̄b).

Corollary

If G is series-parallel, then there exists a minimal complete efficient set
composed solely of efficient sub-graph strategies.
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Algorithm 2

Algorithm 1: Recursion
1 Generate a binary decomposition tree, T
2 Call SP(n) on the root, r , of T (G r = G)

3 Return XCE (G r , kL)
4

5 SP(n)
6 if Type(n) = “L” then // Base Case

7 return XCE (Gn, κL) = [0, . . . , 0, κL, 0, . . . , 0] for κL = 0, . . . , kL

8 else // Recursion Case

9 (ca, cb)← Children(n)

10 XCE (Ga, κL)← SP(ca); XCE (Gb, κL)← SP(cb)

11 for (xa, xb) ∈ XE (Ga, κa)× XE (Gb, κb) do

12 Add (xa + xb) to X̂CE (Gn, κa + κb)
13 if Type(n) = “P” then

14 zG
n

(xa + xb)←
[

min

{
zG

a

0 (xa), zG
b

0 (xb)

}
, . . . ,min

{
zG

a

p (xa), zG
b

p (xb)

}]
15 else // Type(n) = “S”

16 zG
n

(xa + xb)←
[(

zG
a

0 (xa) + zG
b

0 (xb)

)
, . . . , min

κ∈{0,...,p}

{
zG

a

κ (xa) + zG
b

p−κ(xb)

}]

17 for κL = 0, . . . , kL do

18 for xa, xb ∈ X̂CE (Gn, κL) do

19 if zG
n

(xa) = zG
n

(xb) then Remove xb from X̂CE (Gn, κL)

20 return XCE (Gn, κL) for κL = 0, . . . , kL



Intro Problem Alg 1 Alg 2 Alg 3 Conclusions References

Algorithm 2

Algorithm 2: Recursion
1 Generate a binary decomposition tree, T
2 Call SP(n) on the root, r , of T (G r = G)

3 Return XCE (G r , kL)
4

5 SP(n)
6 if Type(n) = “L” then // Base Case

7 return XCE (Gn, κL) = [0, . . . , 0, κL, 0, . . . , 0] for κL = 0, . . . , kL

8 else // Recursion Case

9 (ca, cb)← Children(n)

10 XCE (Ga, κL)← SP(ca); XCE (Gb, κL)← SP(cb)

11 for (xa, xb) ∈ XE (Ga, κa)× XE (Gb, κb) do

12 Add (xa + xb) to X̂CE (Gn, κa + κb)
13 if Type(n) = “P” then

14 zG
n

(xa + xb)←
[

min

{
zG

a

0 (xa), zG
b

0 (xb)

}
, . . . ,min

{
zG

a

p (xa), zG
b

p (xb)

}]
15 else // Type(n) = “S”

16 zG
n

(xa + xb)←
[(

zG
a

0 (xa) + zG
b

0 (xb)

)
, . . . , min

κ∈{0,...,p}

{
zG

a

κ (xa) + zG
b

p−κ(xb)

}]

17 for κL = 0, . . . , kL do

18 for xa, xb ∈ X̂CE (Gn, κL) do

19 if zG
n

(xa) = zG
n

(xb) then Remove xb from X̂CE (Gn, κL)

20 return XCE (Gn, κL) for κL = 0, . . . , kL

Core Alg: 3 Steps
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Base Case: Interdict one arc
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Recourse through children
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Combine children solutions
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Throw out dominated sol’ns
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Comparison

Which one is faster on Series-Parallel Graphs?

Reformulation?
Recursion?
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Comparison

Which one is faster on Series-Parallel Graphs?

Reformulation?
Recursion?

It depends.
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Comparison

Which one is faster on Series-Parallel Graphs?

Reformulation
Recursion

Reformulation Faster Recursion Faster

|N| 100 nodes 100 nodes
|ZN | 1 solution 5 solutions

Time (Alg 1/Alg 2) 0.070/0.218 seconds 0.662/0.317 seconds
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Which one is faster on Series-Parallel Graphs?
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Comparison

Which one is faster on Series-Parallel Graphs?

Reformulation: Avoid “rabbit trails” via row generation
Recursion: Computation time bounded by |A|, and not |ZN |

Reformulation Faster Recursion Faster

|N| 100 nodes 100 nodes
|ZN | 1 solution 5 solutions

Time (Alg 1/Alg 2) 0.070/0.218 seconds 0.662/0.317 seconds
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Algorithm 3: Best of Both

1 (T , r)← DecompTree(G); Ḡ ← Layerize(G , p)
2 for n ∈ T do

3 X̂CE (Gn, κL)←
{
{0} κL = 0

∅ κL = 1, . . . , kL

4 NeedsUpdate(n)← False

5 NeedsUpdate(r)← True

6 while NeedsUpdate(r) do

7 X̂CE (G , kL)← SP∗(r)

8 for x ∈ X̂CE (G , kL) do

9 Update c̄ over Ā with interdictions in x

10 yh ← Dijkstra(Ḡ , s0, th, c̄) for h = 0, . . . , p

11 NeedsUpdate(n)← True for all leaves corresponding to new arcs in y and their ancestors in T

12 return X̂CE (G , kL)

13 SP∗(n)
14 if NeedsUpdate(n) then
15 NeedsUpdate(n)← False

16 return SP(n)

17 else

18 return X̂CE (Gn, κL)
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16 return SP(n)

17 else

18 return X̂CE (Gn, κL)

Use both structures.
Only parse recursion
tree for known leaves.
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Set incumbent strategy
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Get a new strategy

If node needs updating
use SP from Alg 2; oth-
erwise take incumbent
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13 SP∗(n)
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16 return SP(n)

17 else

18 return X̂CE (Gn, κL)

Find shortest paths.
Update leaves & ances-
tors.
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Alg 3 Running Times

Strengths of Both

|ZN | large ⇒ Time ∼ Alg 2
(bounded by |A|)
|ZN | small ⇒ Time ∼ Alg 1
(ignores “rabbit trails”)
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Conclusion

Recap

SPIP-I: SPIP with uncertain follower recourse
Algorithm 1: Reformulation
Algorithm 2: Recursion
Algorithm 3: Best of Both

Future Work

Algorithm 3 on other graph structures
Fortification-by-obfuscation
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