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@ Introduction
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@ Network interdiction: leader-follower max-min game
e Maximize shortest path
e Minimize maximum flow
@ Network interdiction problem (NIP) applications
e Original: Attacks on public infrastructure (Durbin, 1966; Wolimer, 1964)
e Modern:
@ Nuclear smuggling (Morton et al., 2007)
@ Border protection (Sullivan et al., 2014)
@ Human trafficking (Konrad et al., 2017)
@ Assumptions valid?
e Information symmetry

o Leader lacks info (Borrero et al., 2015; Lunday and Sherali, 2010)
o Follower lacks info (Salmersn, 2012; Sullivan et al., 2014)
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Let X C Z" and z: X — RPT. Define Z = {z € RP*! : z = z(x) for some x € X}.
We adopt the following definitions for Pareto-optimal solutions to max problems.

Objective Space (Z2)

Decision Space (X)

Dominance: Let z?,z° € Z. Then
2222 o>z VkeP.
22 >z & 272 > 2P and 22 # 2.

22 >2" o z7 > z), VkeP.

Non-Dominated (ND): We say z € Z is
NDefz eZ:2 >z

Efficient: We say x € X is

efficient < z(x) is ND in Z.

ND Set: Zy ={z € Z:zis ND}.

Eff. Set: Xg = {x € X :z(x) € Zy}.
Minimal Complete Eff. Set (Xcg):

Q Uiex 2(¥) = 2n
Q x,xb € Xcg = 2(x?) # z(xP)
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© Problem Description
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@ Instance is defined by:

Digraph: G = (N, A)

Cost functions: ¢;: Z2 — Ry, V(i,j) € A
Source/End nodes: s,t € N

Interdiction /Improvement budgets: k!, kf € Z,
Parameter: p > kF
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@ Instance is defined by:

Digraph: G = (N, A)

Cost functions: ¢;: Z2 — Ry, V(i,j) € A
Source/End nodes: s,t € N

Interdiction /Improvement budgets: k!, kf € Z,
Parameter: p > kF

@ Game Flow:
@ Leader selects interdiction strategy, x- € ZLAl
@ Follower selects improvement strategy, x© € Z‘fl
@ Follower selects shortest s — t path
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@ Instance is defined by:

e Digraph: G = (N, A)

o Cost functions: ¢;: Z2 — Ry, V(i,j) € A
Source/End nodes: s,t € N
Interdiction /Improvement budgets: k!, kf € Z,
Parameter: p > kF

@ Game Flow:
@ Leader selects interdiction strategy, x- € ZLAl
@ Follower selects improvement strategy, x© € Z‘fl
@ Follower selects shortest s — t path

o Leader knows everything except k©; only that kF € {0,..., p}
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SPIP-I Example.

a by a @ Solid arcs: Interdiction-only

a2 by @
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SPIP-I Example.
@ Solid arcs: Interdiction-only

@ Dotted arcs: Improvement-only

ap by =)
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SPIP-I Example.

o @ Solid arcs: Interdiction-only

by
10 (+1

10 (41t
\ 10 (+10) @ Dotted arcs: Improvement-only

4 @ Arc costs: Bjj (£6j)
100 (—90) - v 100 (—98)

-——-- - t

+” 100 (—99)

20 (+22) , > 1 (+0)
0 (+20b2 (+24 P
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SPIP-I Example.

a by a @ Solid arcs: Interdiction-only
10 (4+1)—10 (+1
10 (+5) \ 10 (+10) @ Dotted arcs: Improvement-only
4 @ Arc costs: Bjj (£6j)
100 (—90) / v 100 (—98) .
s =7 P ‘ @ kF=3,p=1

7100 (—99) @ Xg = {}

@ zZy={.}

20 (+22) ’ > 1 (+0)
0 (+20b2 (+24 P

X y for =0 (z0(x)) y for kF=1 (z1(x)) Domination
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SPIP-I Example.

@ Solid arcs: Interdiction-only
10 (+5) @ Dotted arcs: Improvement-only
@ Arc costs: Bjj (+9j)
100 (—90) \_ 100 (—98) .
s =" R : @ kF=3,p=1
. L7 100 (—99) @ Xp={x,x2x3,...}
- /
20 (+22)“.>Q"> . 1 (+0) @ Zy= {}
320 (+20 ! (+24)5,
xt yfor kF =0 (z0(x)) y for kF =1 (z1(x)) Domination

xI = {(s,a1), (s, a2), (c1,t)} s—a; — by —cp —t(55) s—»a; — by —t(27) Non-dominated

X2 = {(s,a1), (a2, b2), (c1,t)} s—ay— by —c3—t(55) s—a;— by —t(27) Non-dominated

X} = {(s,a1), (b2, @), (c1,t)} s—a;— by —>c; —t (55) s—a; — by —t (27) Non-dominated
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SPIP-I Example.

@ Solid arcs: Interdiction-only
+5)If >.—>.—>.- \10 (+10) @ Dotted arcs: Improvement-only
@ Arc costs: Bjj (£6;;
! 100 (—90) // \ 100 (— 98) i (£05)
s‘i___’/ ‘Z--- t OkL:3,p:l
. L7100 (—99) ® Xp={x!,x2x%..}
% /
20 (+22)%, *Q’ . 1 (+0) ) = {(55,27),...}
3720 (+20 b21 (+24)
xt yfor kF =0 (z0(x)) y for kF =1 (z1(x)) Domination
xI = {(s, a1), (s, a2), (c1, 1)} s—a; — by —cp —t(55) s—»a; — by —t(27) Non-dominated
x> = {(s, a1), (a2, b2), (c1, t)} s—a;— by —>c; —t (55) s—a; — by —t (27) Non-dominated
X} = {(s,a1), (b2, @), (c1,t)} s—a;— by —>c; —t (55) s—a; — by —t (27) Non-dominated
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SPIP-I Example.

@ Solid arcs: Interdiction-only

10 (+5) @ Dotted arcs: Improvement-only
@ Arc costs: Bjj (+9j)
100 (—90) v 100 (—98) .
s =" R : @ kF=3,p=1
. L7 100 (—99) @ Xg = {x!,x2,x3x* x5, x5}
- /
20 (+22)%, *Q’ . 1 (+0) ) = {(55,27),...}
P 0 (+20 b21 (+24)
xt yfor kF =0 (z0(x)) y for kF =1 (z1(x)) Domination
xI = {(s,a1), (s, a2), (c1, 1)} s—a; — by —cp —t(55) s—»a; — by —t (27) Non-dominated
X2 = {(s,a1), (a2, b2), (c1,t)} s—ay— by —c3—t(55) s—»a;— by —t(27) Non-dominated
X} = {(s,a1), (b2, @), (c1,t)} s—a;— by —>c;—t (55) s—a; — by —t (27) Non-dominated
x* = {(s, a1), (s, @), (a1, b1)} s—a;— by —cy —t (46) s— a3 — by —1t(28) Non-dominated
x> = {(s, a1), (a1, b1), (a2, b2)} s—ra3 — by —c3 —t (46) s—»a; — by —t (28) Non-dominated
X0 = {(s,a1), (a1, b1), (b2, 2)} s—ay— by —c3 —t(46) s—a; — by —t (28) Non-dominated
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SPIP-I Example.
a0 by a @ Solid arcs: Interdiction-only
(+1).210 (+1)
10 (+5)f>.-'> 0(+10) @ Dotted arcs: Improvement-only
! ,‘ ' @ Arc costs: Bjj (+9j)
100 (—90) 100 (—98)
(—90) . ,
5‘,___—” DR, ¢ @ kF=3,p=1
. L7 100 (—99) @ Xg = {x!,x2,x3x* x5, x5}
- /
20 (+22)%, *Q"’ . 1(+0) (] = {(55,27), (46,28)}
P 0 (+20 b21 (+24)
xt yfor kF =0 (z0(x)) y for kF =1 (z1(x)) Domination
xI = {(s,a1), (s, a2), (c1, 1)} s—a; — by —cp —t(55) s—»a; — by —t (27) Non-dominated
X2 = {(s,a1), (a2, b2), (c1,t)} s—ay— by —c3—t(55) s—»a;— by —t(27) Non-dominated
X} = {(s,a1), (b2, @), (c1,t)} s—a;— by —>c]—t (55) s—a; — by —t (27) Non-dominated
Xt = {(s, a1), (s, a2), (a1, b1)} s—a; —by —c;—t(46) s— a3 — by —1t(28) Non-dominated
= {(s,a1), (a1, b1), (a2, b2)} s—ay3 — by —c3 —t (46) s—»a; — by —t (28) Non-dominated
X0 = {(s,a1), (a1, b1), (b2, 2)} s—ay— by —c3—t(46) s—a; — by —t (28) Non-dominated



Intro Problem Alg 1 Alg 2 Alg 3 Conclusions References
000 00e0 00000 0000 000 oo

SPIP-I Example.
@ Solid arcs: Interdiction-only
10 (+10) @ Dotted arcs: Improvement-only
@ Arc costs: Bjj (+9j)
t o kL - 3v P = 1
@ X = {x!,x?,x3x* x> x0}
o

= {(55,27), (46,28)}

xt yfor kF =0 (z0(x)) y for kF =1 (z1(x)) Domination
xI = {(s,a1), (s, a2), (c1, 1)} s—a; — by —cp —t(55) s—»a; — by —t(27) Non-dominated
X2 = {(s,a1), (a2, b2), (c1,t)} s—ay— by —c3—t(55) s—»a;— by —t(27) Non-dominated
X} = {(s,a1), (b2, @), (c1,t)} s—a;— by —>c;—t (55) s—a; — by —t (27) Non-dominated
Xt = {(s, a1), (s, a2), (a1, b1)} s—a; — by —c;—t (46) s— a3 — by —1t(28) Non-dominated
= {(s, a1), (a1, b1), (a2, b2)} s—a3 — by —c3 —t (46) s—»a; — by —t (28) Non-dominated
X0 = {(s,a1), (a1, b1), (b2, 2)} s—a3— by —cy—t(46) s—a; — by —t (28) Non-dominated
X' ={(s,a1), (b1, c1), (c1, 1)}  s—ap—by—cry—t(42) s—ay—b—t(27) z(x*) > z(x")
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SPIP-I Example.

@ Solid arcs: Interdiction-only

Arc

costs: Bjj (£4;)

kb=3 p=1
Xeg = {x!,x?,x3 x* x5 xb}

= {(55,27), (46,28)}

Dotted arcs: Improvement-only

xt yfor kF =0 (z0(x)) y for kF =1 (z1(x)) Domination
xI = {(s,a1), (s, a2), (c1, 1)} s—a; — by —cp —t(55) s—»a; — by —t(27) Non-dominated
X2 = {(s,a1), (a2, b2), (c1,t)} s—ay— by —c3—t(55) s—»a;— by —t(27) Non-dominated
X} = {(s,a1), (b2, @), (c1,t)} s—a;— by —>c;—t (55) s—a; — by —t (27) Non-dominated
Xt = {(s, a1), (s, a2), (a1, b1)} s—a; — by —c;—t (46) s— a3 — by —1t(28) Non-dominated
= {(s, a1), (a1, b1), (a2, b2)} s—a3 — by —c3 —t (46) s—»a; — by —t (28) Non-dominated
X0 = {(s,a1), (a1, b1), (b2, 2)} s—ay— by —c3—t(46) s—a; — by —t (28) Non-dominated
x ={(s,a1), (b1, c1), (c1, 1)} s—ay—by—cy—t(42) s—a—b—t(27) z(x*) > z(x')
x® = {(s,a1), (a1, b1)} s—vap—b o —t (42) s—ap— b —t(28) z(x*) > z(x5)

References
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max sz(xL) (% Multi-obj: max [zo(xL), S ,zp(xL)]> (L’s Obj.)
x x
subject to: Z XULv < Kt (Int. Budget)
(i.J))€A

X§ €2y V(i) € A (Int. Dec. Var.)
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max sz(xL) (% Multi-obj: max [zo(xL), S ,zp(xL)]> (L’s Obj.)
x x
subject to: Z XULv < Kt (Int. Budget)
(i.J))€A
X§ €2y V(i) € A (Int. Dec. Var.)
L . L _F .
where z g (x") = min Z c,-j(xij,x,vj )Yii (F’s Obj.)
0¥ (ipea
1 i=s
subject to: Z Vi — Z yi=4q-1 i=t Vie N (Flow Constr.)
JEN JEN 0 otherwise
(i )EA U, EA
Z x5 < k" (Imp. Budget)
(i.))EA

yj 20 V(i,j)eA

xf €z (i) €A

(Path Dec. Var.)

(Imp. Dec. Var.)
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© Algorithm 1: Reformulation
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Define G = (N, A) with
@ N={ny:neN, he{0,...,p}}.
© A= {(injnee): (i,)) €A he{0,...,p}, LE{0,...,p—h}}.
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max z.r (xb) (~> MO: max [20(xb), ..., zp(xL)]> (L’s Obj.)
X X
subject to: Z XiJL < kb (Int. Budget)
(iJ)EA

XiJL‘ €7+ Y(i,j)EA (Int. Dec. Var.)
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000 0000 [ele] lele) 0000 000 [e]e]
max z.r (xb) (~> MO: max [20(xb), .. .,zp(xL)]> (L’s Obj.)
X X
subject to: Z XiJL < kb (Int. Budget)
(if)eA
xp €Ly V(i,j) €A (Int. Dec. Var.)
where z,r(x!) = myin > i(E O i (F’s Obj.)
(indnre) €A
1, i = sp
subject to: Z Vi — Z Vi={-1, i=tF, VieN (Flow Constr.)
jeN jeN 0, otherwise

(i.))eA U.)€EA

7j >0, V(i,j)eA (Path Dec,
p
¢
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@ Reformulate: Multi-Obj. SPIP-I (G) — Multi-Obj. SPIP (G)
@ Use generating algorithm to find efficient strategies

e—constraint (Kirlik and Sayin, 2014; Ozlen et al., 2014)
2-phase (Przybyiski et al., 2010; Ulungu and Teghem, 1994),
B—&—B (Mavrotas and Diakoulaki, 2005; Stidsen et al., 2014; Vincent et al., 2013)

MAWT Norm (Holzmann and Smith, 2018)

@ Use SPIP Algorithms for sub-problems:
@ MILP (smith, 2010)

) ROW generation (Israeli and Wood, 2002; Lozano and Smith, 2017)
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Uncorrelated

0% 0%  20%  30%  40%
Density

Running Time by
[Al/(INJ)
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@ Algorithm 2: Recursion
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Lemma (Series Configurations)

Ifx € Xe(G? @ GP, kL), then x = x* + xb where x* € Xg(G?, kL
xb € Xe(GP, kb — kL) with kL = Do ieaXs

- (1)
[ ‘W ‘—7'_’ 10(+10)

__,>‘ts R DA t

) Efficient ) Not Efficient

) and
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000 0000 00000 0®00 000 [e]e]
Lemma (Series Configurations) J

Lemma (Parallel Configurations)

Let x € Xg(G? @ G, kl). Then there exist x* € Xg(G?, kL) and

a

xb € Xg(GP, kb — kL), such that 26°®C"(x) = z6"®C" (%2 + xb).

20(+22)
Qo(+lzo

a

(a) Efficient (b) Efficient
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Lemma (Series Configurations)

Ifx € Xe(G? @ GP, kl), then x = x? + xP where x? € Xg(G?, k%) and
xb € Xe(GP, kbt — kL) with kL = Do (ij)eaXi-

Lemma (Parallel Configurations)

Let x € Xg(G? @ G, kl). Then there exist x* € Xg(G?, kL) and
xb € Xg(GP, kL — kL), such that 26°®C"(x) = z6"®C" (%2 + xb).

Corollary

If G is series-parallel, then there exists a minimal complete efficient set
composed solely of efficient sub-graph strategies.

o

@
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Algorithm 1: Recursion

Generate a binary decomposition tree, T
Call SP(n) on the root, r, of T (G" = G)

Return Xcg(G", kb)

SP(n)

if Type(n) = “L" then

‘ return XCE(G",;@L): [O,AH,O,NL,O,AH,O] for kb =0,... k-
else

(c?, cP) « children(n)

Xce(G?, kb)Y + sP(c?); Xce(GP, kb « sp(cP)
for (x?,x?) € Xg(G?, k?) x Xg(G®, kP) do
Add (x* + xP) to Xcg(G", k7 + kP)

if Type(n) = “P" then

else

fornL:O,.u,kL do
for x?,x? € Xcg(G", kb) do
Lif 2" (x?) = an(xb) then Remove x” from )A(CE(G", K,L)

| return Xce(G", k) for kb =0,..., kb

‘ 570 4 xb) [min {zga(xa),zg”(xb)} sy min {zfa(xa)

G" (o b Gy, LGP b) . {
Lz (x? +x°) « {(ZO (x)+zo (x?) ,.“,Ke{g\)l?.’p} z

K

// Base Case

// Recursion Case
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Algorithm 2: Recursion

1 Generate a binary decomposition tree, T

2 Call SP(n) on the root, r, of T (G" = G) Core Alg 3 Steps
Return Xcg(G", kb)

20
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Algorithm 2: Recursion

3
4 .
5 SP(n) Base Case: Interdict one arc

6 if Type(n) = “L" then // Base Case
7 ‘returnXCE(G",nL):[0,A,A,O,NL,O,AH,O]formL:0,.“,kL

8

9

20
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Algorithm 2: Recursion

(c?,€?)  Children(n) Recourse through children
10| Xce(G?, kb) « sP(c?); Xcp(GP, wb) « sp(cP)

20
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Algorithm 2: Recursion

n | for (x*,xP) € Xg(G?, k%) x Xg(G?, kP) do

2| | Add (7 + xP) to Xe(G", w7 + wP) Combine children solutions
13 if Type(n) = “P" then

" ‘ 26" (x 4+ x%) [min {zga(xa), zocb(xb)} se ., min {sza(xa), zf”(xb)}]

15 else // Type(n) = “S"

1 LZG”(xa +xP) {(zga(xa) + zocb(xb)) i {zga(xa) n szn(xb)}]

20
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Algorithm 2: Recursion

17 fornL:O,.u,kL do . )
w0 \»forxa,xb € Xee(G", kL) do Throw out dominated sol'ns

Lif 2" (x?) = an(xb) then Remove x” from )A(CE(G", K,L)

20
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@ Which one is faster on Series-Parallel Graphs?

o Reformulation?
e Recursion?
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@ Which one is faster on Series-Parallel Graphs?

e Reformulation?
o Recursion?

It depends.

2,
T

Alg. 1 running time (s)
R
T T

0%

Il L | L Il L |
10? 107 10° 10' 10°
Alg. 2 running time (s)
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000 0000

@ Which one is faster on Series-Parallel Graphs?

o Reformulation
e Recursion

Reformulation Faster Recursion Faster
7 9 Q o
4 3
o
A 3 o 5 29 ¢ o4
R 0, 7 Yo n" 3 955 00,7 o
4 5 L %ih o FaN YA
o MR e Y S T e S
og e cc o o 7 o & Oa =}
— . % A
° s, o3 B T 0 Sy
d o g o ? odr o
& od b b, o &0, ] o o
o o0« C < Jo
[N| 100 nodes 100 nodes
|Zy| 1 solution 5 solutions

Time (Alg 1/Alg 2)  0.070/0.218 seconds 0.662/0.317 seconds
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@ Which one is faster on Series-Parallel Graphs?
o Reformulation: Avoid “rabbit trails” via row generation

Recursion Faster

e Recursion
Reformulation Faster
d 3
A 3 o A 5 An ° s
o, do o Foa Rt d oo
o oM e S.g 8 T e e
o 97 S o gad Y o o“OOO ©
o © o © o DO o S o)
‘ Syt ige, T ¥ o g e
o g oy © © °o4 © o3
o o g o ? Sl Y
& od b b, o &40, ] o o
o o« O ° 5
[N| 100 nodes 100 nodes
1 solution 5 solutions
0.662/0.317 seconds

[Zn]

Time (Alg 1/Alg 2)  0.070/0.218 seconds
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@ Which one is faster on Series-Parallel Graphs?

o Reformulation: Avoid “rabbit trails” via row generation
e Recursion: Computation time bounded by |A|, and not |Zy|

Reformulation Faster Recursion Faster
o O o
{ 9 i) o
¢ 3
A R o & oo ° o0
o, o ° P 2283 o oo
3 T ¢ (505 .. -1 DOQ: e
oo oe %8 | oA % J 0,0 Wy
5 000 % o tgldid
0558 o S 4 5
o T s S oy ©
S-S DOD © o8 o
L p
o . Q9 o 0w D . b
o 0= —Q, 1 P o o ©
o o C ° &
[N| 100 nodes 100 nodes
|Zy| 1 solution 5 solutions

Time (Alg 1/Alg 2)  0.070/0.218 seconds 0.662/0.317 seconds
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© Algorithm 3: Best of Both
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(T, r) < DecompTree(G); G+ Layerize(G, p)
forn € T do

~

o 0} xbt=o0

3 | Ree(en vty e 4L
ce( ) 0 wb=1,...

4 | NeedsUpdate(n) < False
5 NeedsUpdate(r) <— True
6 while NeedsUpdate(r) do
1| Xce(G, kb < sp*(r)
8 for x € Xcg(G, kb) do
9 Update € over A with interdictions in x
10 yp  Dijkstra(G, so, tp,€) for h=10,...,p
11 | NeedsUpdate(n) < True for all leaves corresponding to new arcs in y and their ancestors in 7°

12 return Xcg (G, kb)

13 SP*(n)

14 if NeedsUpdate(n) then
NeedsUpdate(n) < False
return SP(n)

17 else

18 Lreturn Xce(G", k)
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1 (T, r) < DecompTree(G); G < Layerize(G, p) Use bOth structures.
2 .
Only parse recursion

: tree for known leaves.
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1

2 forne T do
. L
3 | Ree(G", wh) {éO} 0

wl

K

m Setincumbent strategy

Il
—

4 NeedsUpdate(n) < False

5 NeedsUpdate(r) <— True
6
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5

6 while NeedsUpdate(r) do

M rpaptipi it Get a new strategy
8
9

13 SP*(n) .
1 if Ne(:dsUpdate(n) then If nOde needs Updatlng
15 NeedsUpdate(n) < False use SP ]Crom Alg 2 Oth—
16 return SP(n) ! . !

i else erwise take incumbent

18 Lreturn Xce(G", k)




Intro Problem Alg 1 Alg 2 Alg 3 Conclusions References

000 0000 00000 0000 ceo 00
1
2
3
4
5
6
7 .
s | forx € Xce(G, kL) do Find shortest paths.
9 Update € over A with interdictions in x U pd ate |eaVeS & ances-
10 Yh eDijkstra(G,so,th,E) forh=0,...,p tors_

1 NeedsUpdate(n) < True for all leaves corresponding to new arcs in y and their ancestors in 7~

12 return Xcg (G, kb)
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@ Recap

SPIP-I: SPIP with uncertain follower recourse
Algorithm 1: Reformulation

Algorithm 2: Recursion

Algorithm 3: Best of Both

@ Future Work

o Algorithm 3 on other graph structures
e Fortification-by-obfuscation
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